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ABSTRACT

In this paper, we propose a new RLWE-based scheme named p-Hope that exploits Error Correcting Code(ECC) on
NewHope. The previous parameters of NewHope uses 12289 as a prime modulus, and the size of the public key, private
key, and ciphertext is 928-byte, 1888-byte, and 1120-byte respectively, which can be said to be larger than other RLWE
based algorithms. In this paper, we propose ft-Hope, which changes modulus 12289 to 769 to reduce the size of the public
key, private key, and ciphertext. Also, we adopts XE1 as an Error Correcting Code(ECC) to solve the increased decryption
failure rate caused by using a small prime modulus. As a result, the size of the public key, private key, and ciphertext
decreased by 38%, 37%, and 37% respectively. As the computational efficiency caused by using a small prime modulus
exceeds the performance degradation by exploiting ECC, this result in 25% performance improvement for a single key
exchange.
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Table 1. Sizes of public keys, secret keys and
ciphertexts of NewHope and Kyber in bytes

pk sk ct Total
NewHope | 928 | 1,888 | 1,120 | 3,936
Kyber 800 | 1,632 736 | 3,168
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Table 2. Parameter comparison of pu-Hope
and NewHope

Parameter set #~Hope | NewHope
Dimension n 512 512
Modulus ¢ 769 12289
Noise parameter k 1 8
NTT parameter 7y 7 10968
Compression parameter d 4 3
Decryption failure rate 9157 9 43
Post-quantum bit security 112 101
NIST category 1 1
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10. he— Compress(v') o] NTTE AH-& 5 A =Sl 32 NTT9] A+
11 ¢ = LncodeClur 1) & 2% 98 5 gl At s el ARt
et c 4 NTT/E o] Q79,2 A3 e 258
Fig. 3. pu-Hope.CPAPKE encryption. ARSSIHEAME o] wE ik EE JAA FHrk
(4)1(5). F =l g ik WAS BE 2
D Aee AT, (4)9] o] ARHOE olals)
Output : » € B 7] 422 p-HopeolA= (4)el 2" #A&
1. (w,h) < DecodeC(c) w2},
2. 5 < LecodeRoly (ok) (41349 NTTi= 4(3)9) S3APEe ol 8ehe
3. v <Decompress(h) Ry
4. /J‘*DECOdeA[(’l/*(NTT_l({J, o ;))lv) 7/i°] 01_1‘/1 —|(6)—€ O] Ozﬂ—q’
5. return p

Fig. 4. p-Hope.CPAPKE decryption
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(13). olw, round(z)+ WP 2 Al4¥+= Wk
o] Aefe} 2} o5 £ round (1.5) =2%
Z3t}. Compression noiset e®]e] = o}
27} F7tEE AolnR P ARE oA ii
3 A Hole A EAg}, -

RLWE 78t % %52317‘ ]/Hf compression
noisedl| 9§ A FrHe mvlstRE obdA &
Aol al Ak, mEbA| - Hope«] A A
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bit error rate®] A4k Kybere| AAF v} u}
Hoh(13). o714 el 2ZE bitrl S3olzhe 7t
Aslel| A(8)3 #Zo] DFRE AXFE 4= itk

(1—(1—2757)%12) = 977 (8)

NISTelHE RLWE 78F ks otwe]Z9
DFRE& 27 olslz #x& 7& st 9l
s A(8) = TalAl DFRS 1 Els
A71A] Fghet 4714 1-bitE
21(9)2] DFR& 7t}

1_((1_2787)512+(512 . 2787)(1_2787)511)
~2 9)

. o]F NewHope?ﬂFJ 7t bltoﬂ
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(NTT b o i) +e"), +vE & 25ap 3] 9l

A (NTT (bo 1) +e”)e] ki | A9 A
Zek Eis= o3t &
NTT Nbo £)+e”)el o7t e w AsEz
ate] zeP=Elw AR E fF] Algol= d¢S
A 9k7] wjitel 7Fssich Yz dlme] o3t
Hog A=} wA qzge] Axql 28871 A
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Yol 022 Wsght} 1 73} 288-bitE IS &
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B Ao A p-Hope? oHiA AL A3
u-Hope+w NewHope?] 3}e}velE wEst
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2k4 IND-CPA-KEM¥} IND-CCA-KEM¢ll EH 3t
W2 NewHoper} Hslthe 7S] A2kt
&A%k, modulus®] WA wet st At
718F Aol digk qkxlAde] WAE S glermm
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o thEl A BAEE ZA3le] kA 7}EE A AEH
t}. RLWE #4¢] LWE Aol gt
Sk olfre oAl FAY

.

02‘:

g},
°]

L>i
£ [

o

1 1o, Lo

—
@mmmmlm
l°>~ﬂ515":~
—r’mo
Of
Soop
)

B OH

p=
=°

i
-
_?{_14

H
2 9571 WEelth, HAE ALk
. ok Table 3.2 F 374

Zoltt. CE classical &
., Q¥ quantum Z1E|Z|
B+ block sizes veRiich,

o
Ko >
AN el

wa flo
By
1o

Pk, |\
. = i

=2

H
o o
ol
foe
—liﬂi fulm
=l

o)
i
§]

oHoo T

[l eoh

Table 3. Concrete security of p-Hope and
NewHope

n-Hope NewHope
C 125 112
Primal Q 114 101
B 430 384
C 124 112
Dual Q 112 101
B 425 383

4.1 Primal attack

Primal attack® LWE ¥Al2%€ unique-
SVP #A1% FAstz 274& BKZ 218&2 o]
a4 Follle IR APHcH(19). whA §
= LWE £A7F Fo3& v BKZE °]83to
unique-SVP] &5 2= o] 23 block size
£ =A%t} LWE instance (A,b=As+e)
SAEZy b FoAAR Aed=m+n+12 8
= AA A AT 5 ol

A={xe 2" (Al |- Dx=0modq}

ol 9] AAE= so et TEI  AE
v=_s,e,1)2 unique-SVP solution®& 7}xlc}.
(20)e w=d 34 A ds R AL
< q"lel] g olefel WL ue
FFANE, 5= ((mh)"/2me) V075 ojmigie}.

Block size bE dimension®Z 7}A&=
sub-latticeell ™8t shortest vector +41& £7]
Haid= BKZ dag]lEeld sieving duE|ES
subroutine®® o] &g} olEd WM&
BKZ-core-Sievingelg} &=, &A% block
size bell o|EAeltt dHAl HAY EAT=
classical sieving <ie|Zel] whsle] 20%%e]3
guantum sieving &TE|Zo] dsrs 202650

ct.

E=

h< 62[)—(1—1

4.2 Dual attack

Dual attack= %4 Primal attackelA A

3 Z2L€] dual-lattice® T35k
decision-LWE A& F+= dl o]&d}. wA

dual-lattice A5 t}&3} 3Fe] FAIFH}.

A= {(x,y) € Z"<7Z": Ax =ymod ¢

°lF BKZ Lxe]%g olgsle] 1=4"'¢/% Ao
2 3= WEH v=(xy)E Zobd F slch ol
LWE instance (A,b=As+e),Ac Z;”X”“'ﬂ el
3t o'h9} uniform distribution Alele] 7zl&
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83 RLWE 7|ue] 4= KEM

=467 for r=lo/qZ bound v} & AHo]
12 3= #HEE 7A9 decision-LWEe] o}
of entFo| oS 7RIt

Primal attack®} "F#7IA|Z dual attack<
e BKZ <] H4es wepiich 34
A= okA] lFE AAE o] o)L siAEy
sieving 48] Maz(1,(1/ (1)) vk
oy 1/29 oliE =S & £ vk
y=202"bo]r} 2 block sizeell <Jsto] Exwer}
ARty & 4 9t

p-Hopet classical?t quantum 3H3ellA]
dual attackel o P& HHAS 7= o2 &
=gt wlebd 349 Table 2.9 post
quantum bit security 94 dual attacke &
AEE 71Fo %79}

wy

fﬁﬂ_

©

V. T8 Hjm

& AellA= p-Hope®] 718 <4k, 7]

33} a8y 553 Ao HEo 7], ks Al
Z% NewHope-CCA-KEMb5129} vl A&
Mgty 246 A8 CPU++ 3.0GHzS %
F35 7]+ Intel Core i7-9700 Coffeelake
Refresh® AH&31°w Ubuntu 18.04.2 LTS &
AAA LA gee-7.4.0 HAAHE o4}t =
g, RE Ade HAAHEA 42 reference C
implementation 10,000 A3gt F7Hks
eRit}, Eol| Y2+ Ratior NewHope2 A=
12 A7e W p-Hopedl ®l&-& vl oz
AETE 55 vl

5.1 7|12 252 AIO|= H|w

Table 4.9 & 4= 9l%°], u-Hopex New-
Hopes} H]3}o] lﬂ]?]o}]&i 38%, 7MQ17]90A
31%, EFANA 3TRAE 2 Aoz ehdr)

Table 4. Sizes of public keys, secret keys and
ciphertexts of p-Hope and NewHope in bytes

pk sk ct Total

NewHope | 928 1,888 | 1,120 | 3,936

u-Hope 672 1,376 816 | 2,864

Ratio 0.619 | 0.628 | 0.628 | 0.626

o]714 3 E Abo] 2= modulus ¢ 7)1 ol
2} qF&3kel = bit el weh 2eixleh. p-Hopew
3-bit7HA] &= NISTelA &3 DFR 3
ol 27olatE @AE 4 QA DFRel i3t
marging 771 $l3le] 4-bit $EF A3t

5.2 85 Hlu

Table 5.&= NIST category 1l <3}

NewHope5129}+ u-Hope?] Keypair,
Encapsulation, Decapsulation® cpu cycle®
vlagk  Aolg Al A3 p-Hope=
NewHope512Ht} Keypairell 4 43%

Encapsulationel# 30%, Decapsulationol4] 1
12% w2 AR eyl o3 A= (4)404
Aloket A3 NTTE A3, modulus ¢7F
zholAlol| wel thghA] AEE] AA o] WedAe 5
= Qe ® A4 4 gl

Table 5. Cycle counts of NewHope and p-Hope

Keypair | Encap | Decap | Total
NewHope | 83,278 | 120,887 | 131,760 | 335,925

p~Hope | 57,867 | 92,893 | 117,934 | 268,6%4

Ratio 0.561 0.699 0.882 0.75

E =tddl4E NIST round 291 RLWE 7|4t
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Akt 1 Axk 7], Q] I Ape] 29
= 3% FrAagon LHri= oF 95% whE
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3t ol P 2R apolt) whek o] 2k 4
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